PRIVACY IMPACT ASSESSMENT: Office of the Chief Human Capital Officer,

Information Management Division, Department of Energy, (HC-14) . ‘
Hiring Management Enterprise Solutions (HMES) MA ’/0.2'_

Department of Energy Affects
Members il

Privacy Impact Assessment (PIA) of the Public?

Guidance is provided in the template. See DOE Order 206.1, Department of Energy Privacy Progr_‘am,
Appendix A, Privacy Impact Assessments, for requirements and additional guidance for conducting a
PIA: http://www.directives.doe.gov/pdfs/doe/doetext/neword/206/02061. pdf

MODULE | — PRIVACY NEEDS ASSESSMENT

Date May 05, 2010

Office of Human Capital Management

Departmental

Element & Site System Location:

National Technical Information Service (NTIS) Federal Data Center
5301 Shawnee Road. Alexandria. VA 22312

Name of Information

System or IT Project Hiring Management Enterprise Solutions (HMES)

Exhibit Project UID | Contract Identifier: DOE IAA HC0000007

New PIA X
Update
Name, Title Contact Informgtion
Phone, Email

DOE:
ST Eunice, Swinson-Jones

Office of the Chief Human Capital Officer, (202) 586-2692

Office of Strategic Planning and Policy eunice.swinson-jones@hgq.doe.gov

Information Management Division, (HC-14)

Local Privacy Act N/A

Officer N/A
Cyber Security James Schrc?ber, CISSP 202-586-7969
Expert reviewing this | Cyber Security Program Manager James.Schreiber@hq.doe.gov
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document (e.g. ISSM,
CSSM, ISSO, etc.)

Office of the Chief Human Capital Officer,
Information Management Division, Department
of Energy, (HC-14)

Person Completing
this Document

DOE:

Eunice, Swinson-Jones

Office of the Chief Human Capital Officer,
Office of Strategic Planning and Policy
Information Management Division, (HC-14)

(202) 586-2692
eunice.swinson-jones@hq.doe.gov

Purpose of
Information System
or IT Project

Monster Government Solutions (MGS) is an Application Service Provider (ASP) that
is a web-based system that utilizes the Internet to allow Federal HR professionals to
build and post vacancy announcements and develop online questionnaires to evaluate
and hire candidates. The system allows users to build and post vacancies directly to
the agency’s website and USAJOBS. Hiring Management Enterprise Solutions
(HMES) is a software tool that utilizes the public Internet to provide desired
functionality. DOE staff access HMES by using a web browser.

Information stored and processed by the HMES includes employment related data
such as job vacancies, qualification information, and applicant questions. HMES also
stores applicant information such as professional resumes, contact information, and
social security numbers.

Type of Information
Collected or
Maintained by the
System:

[X] SSN Social Security number (Note: Only last 4 digits are displayed)
[_] Medical & Health Information e.g. blood test results

(] Financial Information e.g. credit card number

[] Clearance Information e.g. "Q"

[_] Biometric Information e.g. finger print, retinal scan

[] Mother’s Maiden Name

[ ] DoB, Place of Birth

[] Employment Information

[_] Criminal History

[X] Name, Phone, Address
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